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1. How to log in for the first time after creating an account

Step 1. After account creation, an email will be sent containing the username,
default password, company code, and a Submit button.

YOUR CIELO365 ACCOUNT HAS BEEN CR 1_ EDI

o can now ogin weh your User 100
and your termporany password: SlmmmgecT
o will also nead toverify with your Comparny Code: |

After logging for the first Bme, you will B& promphed to create a néw PASSWORD ™, -

UserID,
CLICK BELOW TO GET STARTED! Fasswnrd al‘ld
m' Company code

e
BOOKMARK THIS LINK FOR EASIER ) o S LATER!

THANK ¥YOU,
THE CIELOZES TEAM!

Step 2: Click on the Submit button in the email, enter the provided username
and default password, and select Sign In.
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Step 3: A passcode will be sent. Enter the passcode on the Sign In page, provide
the company code, set a new password, and verify.

Hello boar50751@dotup.net,

You are required to enter the passcode for proceed.

Here is your passcode 010802719

This email was automatically sent by the Cielo365 com platform. Please do not reply

I you need assistance, contact us al supporicielo365@cielo365 com, and we will gladly help you

Verify Company
(raacon —

010802719

Company Code
boar

New Password
Admin@123 @

Confirm Password

EK ...... @/
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Step 4: Once the password is successfully set, access to the application will be
available using the username, newly set password, and company code.

Sign In

Username
boar50751 @dotup.net

Password

Admin@123 @
L. J)

Forgot password?

nave read a agree 1o

| ©

Version 3.1.0

indiatesting 0 e 6 @ *@

Cield
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3. I never received an email with my login information

Step I: If the login credentials are not received via email, check the Junk or Spam
folder to ensure the email wasn't filtered.

Step 2: If the emaiil is still not found, there might have been an error during account
creation. In such cases, the account may need to be deleted and recreated to
trigger a new email with login credentials.

Step 3: If credentials were successfully added to the application but access is still
not possible, further investigation may be required to resolve the issue.

4. My credentials were added to the application, but I still can’t access it
Step 1: If access to the account is not possible, there are two common reasons:
1) The dealer might have deleted the account.

2) The dealer might have disabled the account.

Step 2: To resolve this, log in as a dealer and check if the customer appears on the
Customer List page. Verify whether the account is enabled or disabled. If it is
disabled, enable the account to restore access.

4. | forgot my password; how can | reset it? Step 1: On the Sign In page, click on the
Forgot Password link. This will navigate to the Forgot Password page.

Copyright © 2025 ZKTeoo USA, LLC Al fights reserved
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Step 2: On the Forgot Password page, enter the registered email ID and click on
the Send button. A password reset email will be sent to the registered email ID.

Forgot password?

luhl?ﬂ:lilnnw resend

Copyright & 2025 ZKTeco USA, LLG Al rights reserved

Step 3: Open the reset password email and click on the Reset Password link or
button provided. This will navigate to the Password Reset page.

Eied

Forgot your password?

That's okay, We have got you covered!

Chick the Reset Password bution below and follow the instructions

——

)

Click the link below if the bution doesnT work

https:/istaging.cielodss.comiacc/reset-password?
code=100&temp=enklang=endemail=%2F 1KiDoJIOBOKrixoP By TDuaMui
OozTrgROYHr20Y%3D&valid="%2F 1 KiDoJ3OIBOK rmixoPBvBBSEUDEYIBLED2
mim S3wSHIUUxCyrSqDissWBENgNHWVNIQ0QJBnxm Cay TWyvJ%:285rg % 3D
%30
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Step 4: On the Password Reset page, enter a new password, confirm it, and click
on the Reset button. The password will be updated successfully.
The account can now be accessed using the new password.

Reset Password

5. How to create a site Step 1: Log in to the customer’s account, navigate to the
Sites module, and select the All Site submodule.

é_\f}) All Sites S 08 6 @ 0 @
ielo @ce

Mame
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Step 2: On the Site page, click on the Add icon. This will navigate to the Add Site

page. Enter the mandatory details, select the time zone, and click on the Add
button.

All Sit 06 &6 @ @
3.Click to add
+ fl v

. Add

Ceme

All Sites

(f_i\er!g) o Co
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6. How to map DST to a site

Step 1: To map DST to a site, first, ensure DST is created. Log in to the customer
account, navigate to the Sites module, and select the DST submodule.

Daylight Savings Time

Step 2: On the DST page, click on the Add icon, select the Time Period and Time
Zone, then click on the Add button. The DST will be created successfully.

. A

Baic Infarmation

Sunasy

4.Enter the reguired
details

= G
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Step 3: To map DST to a site, navigate to the All Sites page, select a site, and click
on the Edit icon. Choose the Time Zone selected during DST creation. In the DST
dropdown, select the appropriate DST and click on the Save button.

All Sites

The DST will now be successfully mapped to the site, and the time settings will
update automatically.

7. How to create a schedule

Step 1: Log in to the customer’s account, navigate to the Access module, and
select the Schedule submodule.

Created Date

[ reponts

mlaoﬂ Union Hill Road Alpharetta, GA 30005 @ (862) 505-2101 @infocieio@cielo%b’.com




L]
l e I Empower Access, Elevate Security Cielo365.com

365

Step 2: On the Schedule page, click on the Add icon. Enter the Schedule Name,
select the Start Time and End Time for the specific day, and click on the Add

button.

4.Enter the
required details

1% Alarms

[E) Raports
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8. How to create an access level

Step 1: Log in to the customer account, navigate to the Access module, and
select the Access Levels submodule.

Y |_1| Manage Dooss
Doar Count Person Count [0 DoorName

Mo Records Found,

Frws DEr page

Step 2: On the Access Levels page, click on the Add icon. In the Add Access Level
page, enter the Access Level Name, select the appropriate Schedule, and click on
the Add button.

Access Levels D a6 @ @

é?flb + 1% v [ u L]
s
° Ad 3.Click to add
29 Dashboard 4.Enter the required
: e Details details

Lisved

[EC_ I T
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Step 3: The newly created Access Level will now appear on the Access Levels List
page.

Access Levels

0 &
O
O
O
O
]

J 0O

9. How to add an access control panel

Step 1: To add an Access Control Panel to the Cielo application, first, obtain the IP
address of the device.

LIRS
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Step 2: Enter the device IP in Google to open the ZKTeco panel website. Log in to
the website, set the Primary DNS, and configure the URL of the account as
specified in the application.

Step 3: Go to the Device page in the application, click on the Add icon, enter the
serial number, select the site, and click on the Add button. The device will be
successfully added to the application.
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Prior o adding your device, make sure you have completed the following.

Save & reboot
Sarve ol the above Setlings and Reboal the Device

Manially Register a Device with Browser
Devace SN 5 Access Level

GOSZII4TOIS5S

Ske

ORETE543

[ Clear data from device h

10. How to add a stand-alone reader-controller

Step 1: To add a stand-alone reader-controller device to the Cielo application,
first configure the device by entering the URL as specified in the communication
cloud server settings within the application.
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Step 2: Make sure that the power connection and Ethernet connection are properly
established for the device.

Step 3: Go to the Device page, click on the Add icon, enter the serial number,
select the site, and click on the Add button. The device will be successfully added
to the application.

0

Frioe i acding o Cewe s e you e compieed e fokoeng

11. How to add a cardholder
Step 1: Log in to the customer application, navigate to the Cardholders

module, and select the Cardholders submodule.

Cardholders

0O O =

(m B m B n |

(m]
-

2[R e [ o [ i [ S |
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Step 2: On the Cardholders page, click on the Add icon. This will navigate to the
Add Cardholder page. Enter the mandatory details such as First Name,
Department, and Employee ID. Optionally, you can provide a card number, map
an access level, and add a profile photo and email address. Once all details are
entered, click on the Add button.

The newly added cardholder will now appear on the Cardholders List page.

Cardholders De &6 @ &g

Cardholders

a5 - B8 4. Click on Basic Information
B 5. Enter the details
’
= s Last Mame

Cerpartrraert Soanan Gencier

Phase

-+l

Picture

T H Biometric Types
: &R = OB oD

Access Controls

Contact Detalls
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el il 6. Click on Access Control
Access Controls -

Superuser

10. Select the access lavel(s)

11. Click to submit

Basic Information
12. Click on

Access Controls Contact detalis

Contact Detadls

eid Lin 1

13. Enter the
required details

14. Click Add
to confirm

12. How to import cardholders

Step 1: Log in to the customer application, navigate to the cardholders module,
and select the cardholders submodule.
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& Cardholders $ 068 6 @ @
I(ZL5 Qcoc 2- VD

O | carmoider | First Mame: | Last Mame I | Department | Position Wertfication Modes | Updated Date
0o
oo Pashboard p

Visiors h
Deparmants

Positions

111 Ambsin Department Desigration e @ ) &0 09122024 101353

L Y

14 MANKLIIAR DAS Depariment Desigration EDo o Wo Ho OB I2004 101353
shadiih HY Designation Er & B &0 122004 10122
s42456 Techeical Cestre -GTC  Designation o @1 o &0 04122024 195010

Dlerntsals shruthi Ha Brsignation Eo & o &0 0612 004 194632

Cards
aurnase Ha Desigraton Eo @1 Mo &o 0612004 188441

Card Farmats
[y Sites

£ pevices

Accidd

testie 454TETES [ En @ imo &0 0612 2004 194312
Department Desigration EHo &1 i & 0123004 19311
House Keeping Desigration B @0 @Eo &0 122004 184513
1% Aarms Department Desigration Eo o & &o 06122024 171213

[£) rapors epartmert Benigration Eo o B &0 27012004 128695

SO T T T T T T

Department Desigration En o o do T304 10IRIH

S I 1 S [0 ) S I =0 S [ R ) S =

Traimend Fheaiewial FRD &0 W Mo 11100 18

Rowsperpage 50w 1-S0ofsdes .

Step 2: On the cardholders page, click on the Import icon and select the Import
Cardholders option. This will navigate to the Import card Orders page.
Download the sample template provided

erport Cansmicens

cardholders 0 & @ O
D e &’
35 o o 356
O

Cardholder ID Pasition werification Modes brpeort vl

Ierport Carwies Face Phots.

BEETeRAS DEFALLTORTS Eo o B @o 08-01-2025 1408002 & W

[}

oo " =
B8 Dashboard

TEZSh

Departmernts EXS6T

Positions

5

Cardhoiders v

SEATIALA
Dismissals

Carge

534535
Wiegand Formais

[l smnes
= Devices

ACcuss

SRXIEE
ABATIIY
1110181

prarsrd
A
% Alarms

[) Reports

|l

Flest Name

10 000000000 0 0
BB O/ OB D O R B R DD
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Step 3: Fill in the required fields in the sample template, ensuring the mandatory
fields are completed. Save the updated file. Return to the Import Card Orders

page, Click on the Import Icon, and select the updated Excel file. Then, Click on
the Import button.

The system will display success and failure messages for the imported
cardholders. Click OK, and the cardholders will appear on the card orders list
page.

Ty

u Cardholder_Import_Termplate. 315ea7d7? - View-only

1

Fle Home Insert Share Pagelayout Formulas Data Review View Help Draw (3 Comments m > Edit a copy
O Fv Qv o

Tester w

e 8 gty lwww]wm' (e —— | [ l e [""""nw Wu—.] o e [ Pt g l -~ | ] d

6. Enter the required
details and save the file

Download Template

Choase File LRIy =]

: ll 7.Upload the
Sample Temiplate ! ﬁle Cardholders. dsx

DOWNLDAD

Cardholder ID First Name Last Name Action

09090909 Palm Tester

Jahy Sampledin john.smith@tempmail.com

i Samnle
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13. 1 keep getting a Wiegand format error; how do I fix this

Step 1: To resolve the Wiegand format error, first, log in to the customer
application, navigate to the cardholders module, and select the Wiegand
Format submodule.

Total B

O o d

]

b

B EE

BN ET T ]

Step 2: On the Wiegand Format page, click on the card format testing icon,
then select the device. In the card Format testing window, click on the Read
Button. Next, Swipe or punch the card that is causuing the error in the device.

‘Wiegand Formats

iel
345

00 poa
5o Deshboard

$  Card Format Testing
Departments 2 Device

iegan Fommatiz

[ Awto calculate site code while the site code is heft blank

oy WeEgERd Fommats Odd-Even Pariry Formesl

a
O
a
[m]
=
[m]
a
O
[m]
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Step 3: A binary digit code will appear in place of the original card number. Enter
the card number in the card number text field. Then, Click on the recommended
card format link on the card format testing page.

Driganal Card Murmibei

DOOO0000IT 00100111 101 11001001000

| Aute calculate site code while e sile code is el blank

it £ wan Parity Forrmat

Cancel

Step 4: After clicking on the card format link, a card format will be generated
automatically. Click on the submit butto, which will navigate to the Add Wiegand
Format page. Here, enter the Wiegand Format Name and click on the Add
button. The Wiegand Format will now be created succesfully.
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Step 5: After creating the Wiegand Format, punch the card again. The Wiegand
Format error should now be resolved.

14. 1 added a cardholder, but it keeps showing as an unregistered user

Step 1: If you are seeing the "unregistered user’ error message after registering
the cardholder, there are two possible reasons:

1) The cardholder has not been synced to the device.

2) The access level mapping is missing, or the credentials entered are incorrect.
Step 2: To map the cardholder to the correct access level:

« First, check which device is mapped to which access level.
« Then, for that particular access level, click on the Add Cardholder icon.
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O O

10102
24HRiT 0.0.0.0

2anrff

24HReT

0D &8 3 g

4 marms

m]

« Select the cardholder from the list and add it to the appropriate access
level. Once this is done, the cardholder will be synced to the device.

Add Cardholder

Depariment Hamse

Cardholder ID

Cardhalder 1D Fiest Name Department D Cardhalder I Fir#l Name Depasiment

Defauin

4643535 fbib Defauln
182 decfour Defaul
samer DEFAULT

|
O
O
a 2 stogeus Defau
O
O
|
|

Shamala R Tapshale Tesvers

| 1s0ofi1716 .

15. How to cancel alarms

Step 1: Log in to the customer account, navigate to the Devices module, and
select the Door submodule.
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(m}

LT 2avd Aunomatically iderstifier

(]

THASSZIAR0 T 24ty Aupcrmatically ertifien

[}

Aunormatically derstifier

DEFALRT

[}

DEFALLT

(m}

C3- 70000 TFPSZI5180130 2mE

(]

C3-700RT TPSZIS100130 2aE

0O 0

C3-70000 TPPSZ3I5180130 2 28t P chily

a

330000 TFPSZIS10013) 2 P Cord oely

O

£3-7000 TFPSZ35180130 2 e Cud oy

il

o TFPSTI%1 807130 2 Jme o oy

Rowes per page:

Step 2: Select the door that is triggering the alarm and click on the Cancel Alarm
icon. Then, click on the Start button. The alarm will be successfully cancelled.

Serial 8 o Verification Mode
THADSZIMF0Z34

3.Select the [ e
door with !

VEFALILT
DEFALLT 10,10 Passwesd oaly
Grenind Flooe 10,10 [ Gard only
Caed only
oy
[
Paryweed only
5.Click start to

cancel the door
alarm

O
O
O
O
O
O
=
D
O
O
D
A

el ke

Rowsperpage 3 v T4aoia
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16. How to map cardholders to access levels There are two ways to map
cardholders to access levels:

Option1:
1. In the Cardholder Edit page, select the cardholder and click on the Edit icon.

Cardholders

o
W e

e O cadnolder D st at 5 Verdieation Mates
B2 pashboard
. Kiiah e DEFMATINTG Eo @o &1 &0

~Tolder 0 DEFALATSETE Eo o B &o 03-01.2025 1903

n 3. Select here
[T ==
[ - e b DEFALLTSETE o @o @ &o 03012025 183245

Positions

Desmissals O seazasazs SERIITIIRERNT Trivendram DEFALLTHE76 Eo @o B Ho 02012025 165530
Cards
Wiegand Formats 0O sams siegefor Dbt Tester Ed @o @o &o 3112:2024 10:22.05

[y sites - 0O o rageus bt Tenter Eo @o Eo &o 31122020 102220
2 pevices - O sssass s il Taster Eo @o @o &o NATI024 101253
hecess - 23 . Tester B @0 @o & NAZ2024 101210

i aarms 0O DEFALLTI443 DEFALLTSETS Edo @o @ go 24122028 160207

2. Under the Access Control tab, locate the Access Level section and click on the
Add icon.

Basic Information ﬁ

Access Controls

Device Operation Role Password

Ordinary User sanaEs

O Block All Access [ Delay Passage
Walid Dane -

Card Number

Card Numbser

e

Access Level

Ground Floor

Contact Details
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3. Select the desired access level and click on the Submit button. The cardholder
will be automatically mapped to the selected access level.

S-.;lact Access Level

Search Name

i 7. Select here

cxe first floor

ey

first floor 24-Hours General coce
tes1Ra 24-Hours General cece

Test two 24HRIT

Rows per page: 50 v 138 0f38 '.

Cancel | Submit

Option 2: 1. In the Access Level page, select the access level you want to map the

cardholder to.

Access Levels

Masag: Doors

IR A T ]

(m]
(]
(m]
(m]

7% Marms

EHRE]

£} Raperts

o

]
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2. Click on the Add Cardholder

Access Levels

e .

3. Select the cardholder from the list and click on the Add button. 4. Click on the Save

button, and the cardholder will be successfully added to the access
level.

Add Cardholder

Carndholder 1D First Name

Cardholder ID First Name Deﬂarlmh
S64234424 32323232323 FI2323230 -

534535 stogefor Defaultl

98, 2 slpUs Defaultl

ABAIEIS dbb Default » No Records Found
>

11717179027 [: Defaulty
L4
323232 Same DEFAULT d

«

El
=
O
O
O
0
O
O

BOGTEGZ Shamala R Tapshale Testers
50 ~| 1-500f 1716 .

Cancel
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17. How to set an admin user for a device

Step 1: Click on the cardholder and go to the Edit icon in the device's cardholder
edit page.

O casnslderin Fitet Wame

O | szamu0a9 wrish

4 3. Select here

Step 2: In the Access Control tab, find the Role dropdown and select
Administrator. Step 3: Click the Save button.

Cardholders
é-l\,_lb ° Edit

345

Basic Information

Access Controls
Device Operation fislke P otruser
, /

B8 bashboard

Mo

6. Select here

Ground Floor

Contact Details
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Step 4: Now, the cardholder will act as an admin.
Step 5: Sync this cardholder to any device. This will lock the device and grant the
admin privileges for managing the device.

18. How to create a linkage and trigger it

Step I: Log in to the customer account.

Step 2: Navigate to the Access module and click on the Linkage submodule.
Step 3: In the Linkage page, click on the Add button. This will take you to the Add
Linkage page.

Linkages

345

28 Dashboard

[2] cardnoiders

Step 4: In the Add Linkage page, enter the following details:

* Device name
- Linkage name Select the trigger condition
+ Select the input door and output door

*Choose the desired action to perform

Step 5: Click on the Add button to save the newly created linkage.

Step 6: If you want to receive an email when the linkage is triggered, there is an
option for Email in the Add Linkage page. Enter the email address where you
want to receive notifications.

mlaoﬂ Union Hill Road Alpharetta, GA 30005 @ (862) 505-2101 @infocieio@cielo%b’.com




Qe

Details

Linkagn Karra

Linkage Trigger Conditions

4. Enter the required details

Auriliary Outputs

Step 7: After the linkage is created, if the selected trigger condition occurs, you
will receive an event called Linkage EVENT Triggered and an email notification.

19. How to remotely open doors from the dashboard screen

Step 1. Log in to the customer account.

Step 2: On the dashboard screen, locate and click on the door icon in the
header.

indiatesting t)

& , T - f

345
Robert

W0 Face
01-09-2025 16:01:31
od 10U10.20.42
. = E Cardhaolders b Ground Floor
2| Cardholders -
- TEER Robort
Real Time events

Time Site e et Cardholder

L Marms

[Z] reports
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Step 3: Select the online door you want to open.

Step 4: Click on the Remote Open option.

Step 5: A pop-up will appear asking for the number of seconds you want to keep
the door open. Enter the desired number of seconds.

Step 6: Click on the Yes button.

Doors
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Step 7: The operation will be performed, and the door will remain open for the
specified time.

20. How to create a user role and assign permissions
To Create a User:

Step 1: Click on the Settings icon.

Step 2: In the settings menu, click on the User option.
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Step 3: Click on the Add button and fill in the mandatory fields like:
* Firstname
« Email
» Password

- Userrole

Step 4: After selecting the required fields, click on the Add icon. The user will be

created.

Basic Information

Ermiail First Name Last Name

Phane User Password

m-

Set Logown Time

i
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Step 5: While creating the user, ensure to map the role to the user. The selected role
will determine the permissions to access specific modules.

To Create a User Role:

Step I1: Click on the Settings icon.

Step 2: In the settings menu, click on the User Role option.

Step 3: Click on the Add button.

Step 4: Enter the user role name and select the desired permissions.

Step 5: Click on the Add button. The new user role will be added successfully and
displayed in the User Role List page.
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21. How to reinstate a cardholder after dismissal

Step I: Log into the customer account.

Step 2: Click on the Cardholders module and then the Dismissal submodule.
Step 3: In the Dismissal page, select the dismissed cardholder(s).

Step 4: Click on the Reinstatement icon. This will navigate to the Cardholder Edit
page.
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Step 5: If needed, modify any details for the cardholder.
Step 6: Click on the Reinstate button. The cardholder wi reinstated
automatically.

° Reinstate

Basic Information

Cardholder 1D First Mame

sunrise

Department Position

Defaultl DEFAULT987E

Dave Of Hire: Ermail

30-12-2024

Picture

E Blometric Types

Access Controls

Contact Details

5.Edit the
required details

6.Click to
reinstate

Step 7: The cardholder will be moved back to the Cardholder List page and
removed from the Dismissal List page.
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