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Copyright © 2025 ZKTeco USA LLC. All rights reserved. 

Without the prior written consent of ZKTeco USA LLC, no portion of this manual may be copied or 

distributed in any form or manner. All parts of this manual belong to ZKTeco USA LLC and its 

subsidiaries (hereinafter referred to as the "Company" or "ZKTeco USA LLC"). 

Trademark 

ZKTeco USA LLC  is a registered trademark of ZKTECO USA LLC. Other trademarks involved in this 

manual are owned by their respective owners. 

Disclaimer 

This manual contains information on the operation and maintenance of Cielo365. The copyright in all the 

documents, drawings, etc. in relation to the cielo365 vests in and is the property of ZKTECO USA LLC. The 

contents hereof should not be used or shared by the receiver with any third party without express written 

permission of ZKTECO USA LLC. 

The contents of this manual must be read in their entirety before starting the operation and maintenance 

of the solution. If any part of the manual appears unclear or incomplete, please contact ZKTeco USA LLC 

before proceeding with the operation and maintenance of the software.  

It is a prerequisite for satisfactory operation and maintenance that operating and maintenance personnel 

are fully familiar with the design and have received thorough training in the operation and maintenance of 

the solution. Additionally, for safe operation, personnel must have read, understood, and adhered to the 

safety instructions provided in the manual. 

In the event of any conflict between the terms and conditions of this manual and the contract specifications, 

drawings, instruction sheets, or any other contract-related documents, the contract conditions and 

documents shall take precedence. The specific terms and conditions outlined in the contract shall apply 

as the primary reference. 

ZKTeco USA LLC offers no warranty, guarantee, or representation regarding the completeness of any 

information contained in this manual or any amendments made to it. ZKTeco USA LLC does not provide 

any warranties of any kind, including, without limitation, any warranty of design, merchantability, or fitness 

for a particular purpose. 

ZKTeco USA LLC does not assume responsibility for any errors or omissions in the information or documents 

referenced or linked in this manual. The entire risk regarding the results and performance obtained from using 

this information is assumed by the user. 
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ZKTeco USA LLC shall, in no event, be liable to the user or any third party for any incidental, consequential, 

indirect, special, or exemplary damages, including, without limitation, loss of business, loss of profits, business 

interruption, loss of business information, or any other pecuniary loss arising out of, in connection with, or relating 

to the use of the information contained in or referenced by this manual, even if ZKTeco USA LLC has been 

advised of the possibility of such damages. 

This manual and the information contained within may include technical inaccuracies or typographical 

errors. ZKTeco USA LLC periodically updates this information, which will be incorporated into new editions 

or amendments to the manual. ZKTeco USA LLC reserves the right to add, delete, amend, or modify the 

information contained in this manual at any time through circulars, letters, notes, etc., to enhance the 

operation and safety of the machine/unit/equipment. Such additions or amendments are intended to 

improve the operation and performance of the machine/unit/equipment and shall not entitle any party to 

claim compensation or damages under any circumstances. 

ZKTeco USA LLC shall not be responsible in any way for: (i) malfunctions of the solution resulting from non-

compliance with the instructions in this manual; (ii) operation of the machine/unit/equipment beyond the 

recommended limits; or (iii) operation of the machine/unit/equipment under conditions other than those specified 

in this manual. 

The product may be updated periodically without prior notice. The latest operation procedures and relevant 

documents are available at: https://www.zktecousa.com/ 

If there is any issue related to the product, please contact us. 

 

ZKTECO USA LLC.  

Address: 1600 Union Hill Road  

Alpharetta GA 30005 

Phone: +1 862-505-2101 

 

About the Manual 

This manual provides step-by-step instructions for operating Cielo365. 

All images displayed are for illustration purposes only and may not exactly represent the actual products.
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1 Revisions 

Guide  Description  

October 2024 Created user manual 

November 2025 Update User Manual for version 3.4.0 
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2 Overview 

Cielo365 is a cloud-based SaaS application backed by MinervaIoT platform which is catered for small 

to medium scale businesses \ companies \ customer. This application provides access control 

features to secure the premises of the customer based on the privileges a person holds in the 

company. The cardholder in question authenticates himself \ herself using one of the authentication 

mechanisms supported by the company, which may vary from cards to various biometrics.  
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3 Get Started 

3.1 Account Activation  

For account activation, the authorized user will create a customer account, and an email will be sent 

confirming successful account creation. This email will include the email ID, password, and company 

ID. They must click the Submit  button to confirm and activate the account. 

 

 

After clicking the Submit  button, you will be redirected to the login page, where you will need to log 

in using the authorized credentials. Upon submission, a passcode will be sent to the designated email. 

This passcode must be entered in the designated field, followed by setting a new password before 

clicking Verify . 
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3.2 Login to Cielo365 

Please follow the instructions below to access Cielo365. 

1. Enter the URL: https://login.cielo365.com in your browser. 

2. Sign in using your user credentials. 

 

3. On the Verify Company  page, select the company code and click Verify . 

 

https://login.cielo365.com/
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4 Dashboard 

4.1 Introduction to the Dashboard  

The dashboard interface provides information on the number of devices, cardholders, alarms, sites, 

doors, and access points, along with real-time events, site map location, and notifications. 

 

 

 

Description of the Following Icons:  

 

 Doors : The user can perform the following remote operations: 

 Remote Open: Refer to Remote Door Opening 

 Remote Close: Refer to Remote Door Closing 

 Normal Open: Refer to Normal Open  
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 Initiate Lockdown: Refer to Initiate Lockdown 

 Cancel Lockdown: Refer to Deactivate Lockdown 

 Cancel Alarm: Refer to Cancel Alarm 

 Enable Intraday Passage Mode : Refer to Enable Intraday Passage Mode 

 Disable Intraday Passage Mode : Refer to Disable Intraday Passage Mode  

 Lockdown : The lockdown feature allows the user to lock down a specific site. 

Clear Lockdown : The Clear Lockdown feature enables users to deactivate an active lockdown. 

Switch Company : Allows the user to switch from one company to another. 

Notifications : Users can view the most recent notifications here. 

4.1.1 Profile 

Profile : Users can view the account profile, review subscription details, and sign out of the 

application.  
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4.1.1.1 About 

 

About : In software, About is a section that provides important information about the product, like 

Software Details : 

¶ The software is called Cielo-365, and you are using version 3.3.4. 

License Information : 

¶ The software uses different subscription licenses to enable various features. 

¶ Each license has a limit on how many times it can be used or activated, and they have an 

expiration date. 

¶ The license statuses shown are currently active, meaning they are valid and working until 

the expiration date, October 1, 2025, while others have been cancelled. 

Breakdown of Licenses : 

(1) ICS SIP Account Monthly Subscription 

¶ You have 30 possible accounts, 5 are currently in use. 

(2) Mobile APP Monthly Subscription 

¶ You have 4 licenses for the mobile app; none are currently used. 

(3) Cielo365 API Monthly License 

¶ 1 license available and fully used (1/1). 

(4) Digital Watchdog/Hanwha Monthly License 

¶ 9 licenses total, 2 are currently in use. 

(5) Single Door Monthly Subscription 
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¶ 20 licenses total, 13 are currently in use. 

Real-Time Events : Real-time events are displayed on the dashboard, with the most recent 50 

events currently visible. 

Common Features Used Across All Modules  

Filter : Allows you to display only the required columns by selecting the desired options provided within 

the filter settings. 

Refresh : Allows the user to view the most recent version of the page as requested by using this 

command within the application. 

Search : Enables users to enter queries to find specific information within the interface. 

 

4.2 How to filter event? 

In the search field enter the events name and click enter, then the search event will be displayed 

below as show in image. 
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5 Cardholders 

5.1 Cardholders   

The Cardholders interface displays a list of cardholders and their information records. Users can 

add new cardholders, edit, delete, or dismiss them from this section. 

 

A brief note about the columns displayed on the Cardholder Records Interface:  

Cardholder ID : Displays the unique ID assigned to the cardholder. 

First Name : Displays the first name of the cardholder. 

Last Name : Displays the last name of the cardholder. 

Card Number : Displays the card number assigned to the cardholder. 

Department : Displays the department to which the cardholder belongs. 

Position : Displays the designation or job title of the cardholder. 

Verification Modes : Displays the verification modes used by the cardholder (e.g., Card, Password, 

Palm, Face). 

Updated Date : Displays the date when the cardholder's information was last updated or edited. 
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5.1.1 Add a Cardholder  

The Add function allows the user to create a new cardholder record in the application. 
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To add a SIP cardholder in the Video Intercom module 

1. In the Cardholder  interface, select the intercom device from the directory. 

2. From the Type drop-down list, select Armatura ICS Account or Existing Account. 
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3. If you select Armatura ICS Account , the system automatically generates a username and 
password. You can update the credentials if needed. 

4. Select Add  to save the information and create the SIP account. 
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5. After you add the details, a success message pop-up appears as SIP account created 

successfully,  and Cardholder created . The user also receives an email confirming the SIP 
account creation. 
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6. When you create a SIP account successfully, the system increases the ICS SIP account 

monthly subscription count  on the Profile > About  page. 

 

7. After you create a SIP account, the user can either reset the password or delete the account. 

To reset the password : 

¶ In the Cardholder  interface, select the cardholder and choose Edit . 

¶ In the Video Intercom section, select Reset Password. 

¶ Enter the new password and save the changes. If we reset the password, it will take 30 
minutes to update in the application 

 

To delete the SIP account:  

¶ In the Cardholder interface , select the cardholder and choose Edit . 

¶ In the Video Intercom section, select Delete Account. 

¶ Confirm the action to delete the SIP account. And it will take up to 30 minutes to reflect in 
the application. 

 

Note : When you delete a SIP account, in the ICS SIP account monthly subscription count  will 

decrease on the Profile > About  page. 
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8. If the user has an existing SIP account, the system saves it automatically. When you provide 
the directory, the system synchronizes the user details to the device. 

¶ In the Cardholder  interface, select the intercom device from the directory. 

¶ From the Type  drop-down list, select Existing Account , enter the existing user name, and 
then click Save. 
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To create a cardholder,  perform the following steps : 

¶ In the Cardholders interface, click Add   icon to create a new Cardholder. 

¶ Click on Basic Information  and enter the required details of the cardholder. 

¶ Next, click on Access Controls  and enter the required details, if necessary, click on Valid 

Date to select the validity time, and then assign the appropriate Access  Level for the 

cardholder. 

¶ Click on video intercom , enter the required details and add a directory 

¶ Click on Contact Details  and enter a cardholderẫs contact information. 

¶ After entering the details, click Add  to save and create the new cardholder. 

Field descriptions are as follows:  

Basic Information:  

Cardholder ID: Enter the unique ID of the cardholder. 

First Name: Enter the first name of the cardholder. 

Last Name: Enter the last name of the cardholder. 

Position: Enter the position or job title of the cardholder. 

Gender: Select the gender of the cardholder. 
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Email: Enter the cardholderẫs email address. 

Department: Displays the department to which the cardholder belongs. 

Phone: Enter the mobile number of the cardholder. 

Date of Hire: Enter the date the cardholder was hired. Click to select the date. 

Picture: Upload a profile picture for the cardholder. 

Biometric Types: Select the biometric type(s) to register for the cardholder. 

Access Controls:  

Device Operation Role: Enter the device operation role for the cardholder. 

Super User: Specify whether the cardholder is a super user. 

Password: Enter the password for the cardholder. 

Block All Access: Select if the cardholder's access should be Blocked. 

Delay Passage: Select the delay passage setting for the cardholder. 

Access Level: Choose the access level for the cardholder. 

Card Number: Displays the card number assigned to the cardholder. 

Valid Date: Displays the validity date of the cardholderẫs credentials. 

Contact Details:  

Address: Enter the cardholder's address. 

Country: Select the country from the drop-down list. 

State: Select the state from the drop-down list. 

City: Enter the cardholder's city. 

ZIP Code: Enter the cardholder's ZIP code. 

 

 

 

 

 

 

 



 

Page  | 26 

5.1.2 Modify a Cardholder Record  

The Modify function allows the user to modify cardholder records within the application. 

 

To modify existing cardholder details, perform the following steps:  

¶ On the Cardholders interface, select the cardholder record from the list that needs to be edited. 

¶ Click on the ID or Edit   icon , to modify the cardholder record. 

¶ Make the necessary changes and click Save. 
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5.1.3 Delete a Cardholder  

The Delete function allows the user to remove existing cardholder records from the application. 

 

To delete an existing cardholder, perform the following steps: 

 

¶ Click Delete  or click the Delete   icon , to delete the selected data. 

¶ Click Delete  to confirm and remove the selected cardholder data from the application. 

 

 

 

 

Tip The erased data cannot be recovered. 

On the Records  interface, select the required cardholder data from the list. If the 

cardholder is mapped to a SIP account, the system also deletes the associated SIP 

account. 
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5.1.4 Dismissal of the Cardholder  

The Dismissal function allows the user to revoke a cardholderẫs access. All dismissed cardholders 

will be listed under Cardholders > Dismissals . 

 

To dismiss an existing cardholder, perform the following steps:  

¶ On the Cardholder interface, select the required cardholder from the list to dismiss. 

¶ Click the Dismissals  icon and on the pop up enter the Dismissal Date , Dismissal Type  

and Dismissal Reason . 

¶ Click Save, to confirm and dismiss the selected cardholder. 

 

Field descriptions are as follows:  

Dismissal Date: Enter the date of dismissal for the cardholder. 

Dismissal Type: Select the type of dismissal for the cardholder. 

Dismissal Reason: Enter the reason for dismissing the cardholder. 
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5.1.5 Import Cardholders 

Import cardholder records. 

 

To Import Cardholders, perform the following steps: 

¶ On the Card holder  interface, users can view the complete list of cardholder records. 

¶ Click the Import  icon, select Import Cardholders,  download the sample template, enter 

the required details into the template, upload the updated file, and click Import . 
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5.1.6 Import Credentials  

Import credentials records. 

 

 

To Import Credentials, perform the following steps : 

¶ On the Card holder  interface, users can view the complete list of cardholder records. 

¶ Click the Import  icon, select Import Credentials,  download the sample template, enter the 

required details into the template, upload the updated file, and click Import . 
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5.1.7 Import cardholder face photo  

Import cardholder face photo. 

 

 

To Import Cardholder Face Photo, perform the following steps : 

¶ On the Card holder  interface, users can view the complete list of cardholder records. 

¶ Click the Import  icon, select Import Cardholder Face Photo,  download the sample 

template, enter the required details into the template, upload the updated file, and click Import . 
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5.1.8 Export Cardholder  

Users can export the cardholder records list in Excel, PDF, or CSV format. 

 

To export, perform the following steps:  

¶ On the cardholder  interface, users can view the complete list of cardholder records. 

¶ Click Export  , icon  to export the cardholder records list in Excel, PDF, or CSV format. 
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5.2 Departments 

In the Department interface, users can add a new department, edit or remove an existing 

department, and manage the personnel within those departments. 

 

A brief description of the columns displayed on the Department Interface:  

Department Code: Displays the unique code number assigned to the department. 

Name: Displays the name of the department. 

Parent: Displays the name of the parent or superior department. 

Cardholder Count: Displays the number of Cardholders in the Department. 

Created Date: Displays the date when the department was created. 

Updated Date: Displays the date when the department details were last updated. 
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5.2.1 Adding a Department  

The Add function allows the user to create a new department name with a unique department code. 

 

Field descriptions are as follows:  

Name: Displays the name of the department. 

Department Code: Displays the unique code number assigned to the department. 

Parent:  Displays the name of the superior or parent department. 

To create a new department, perform the following steps:  

¶ On the Department  interface, click the Add   icon  to create a new department. 

¶ Enter the unique department code and the required department name. 

¶ In the Parent field, select the desired department name from the list to set as the parent 

department (if applicable). 

¶ After selecting the parent department, enter a description in the Add Department  interface.  

¶ After entering all details, click Add  to save and create the new department. 
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5.2.2 Editing a department  

The Edit function allows the user to modify existing departments within the application. 

 

To edit existing department details, perform the following steps:  

¶ On the Department interface, select the department you want to edit from the list. 

¶ Click on the Department code  or Edit   icon , to modify the selected department. 

¶ Make the necessary changes and click Save. 
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5.2.3 Deleting a Department  

The Delete function allows the user to remove existing departments from the application. 

 

To delete an existing department, perform the following steps:  

 

¶ On the Department interface, select the desired department from the list. 

¶ Click on the Delete   icon , to remove the selected department. 

¶ In the confirmation pop-up, click Delete  again to confirm and permanently delete the selected 

department. 

 

 

 

Tip  

Make sure before deleting, that the erased data cannot be recovered. 



 

Page  | 37 

 

5.2.4 Export Departments 

Users can export the department records list in Excel, PDF, or CSV format. 

 

To export,  perform the following steps : 

¶ On the Department  interface, view the complete list of department records. 

¶ Click Export   icon , to export the department records list in Excel, PDF, or CSV format.  
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5.2.5 Importing Departments 

Users can import the department records list in Excel, PDF, or CSV format. 

 

To import, perform the following steps:  

¶ On the Department  interface, view the complete list of department records. 

¶ Click the Import  icon , to import the department records. 

¶ Click Upload  to upload the file and click Import .  
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5.3 Positions 

The Position s interface allows users to manage and maintain cardholder nominations and 

selections into different categories. 

On this interface, users can create a new position, as well as edit or delete existing positions or sub-

positions based on the organization's rules and requirements. 

 

The position identifies a cardholder's role and work responsibilities, such as "Director," "CEO," 

"Manager," "Accountant," "Developer," "Sales" and others. 

A brief description of the columns displayed on the Position Interface:  

Position Code: Displays the unique code number assigned to the position. 

Name: Displays the name of the position. 

Parent: Displays the name of the superior position.  

Cardholder Count: Displays the number of Cardholders in that position. 

Created Date: Displays the date when the position was created. 

Updated Date: Displays the date when the position details were last updated. 
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5.3.1 Adding a Position 

The Add function allows users to create a new title for a position with a unique position code. 

 

Field descriptions are as follows:  

Position Code: Enter the unique code number assigned to the position. 

Name: Enter the name of the position. 

Parent: Enter the name of the superior position. 

 

To create a new position, perform the following steps:  

1. On the Position  interface, click the Add  icon  to create a new position or sub-position 

name. 

2. Enter a unique Position Code  and the required Position name . 

3. In the Parent field, select the appropriate position name from the list to define it as the parent 

position (if creating a new sub-position). 

4. After selecting the parent position, enter a description in the add position interface. 
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5. After entering all details, click Add to save and create the new position or sub-position name. 

5.3.2 Editing a Position 

The Edit function allows users to modify existing positions within the application. 

 

To edit existing position details, perform the following steps:  

¶ On the Position interface, select the position you want to edit from the list. 

¶ Click on the Position Code  or the Edit   icon , to modify the selected position. 

¶ Make the necessary changes and click Save to update the position details. 
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5.3.3 Deleting a Position 

The Delete function allows users to remove existing position or sub-position data from the application. 

 

To delete an existing position, perform the following steps:  

 

1. On the Position  interface, select the desired position code from the list. 

2. Click Delete  or click on the Delete  , icon to remove the selected position. 

3. In the confirmation pop-up, click Delete,  again to confirm and permanently delete the selected 

position from the list. 

 

 

 

 

Tip  

Make sure before deleting, that the erased data cannot be recovered. 
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5.3.4 Exporting the Position List 

Users can export the position records list in Excel, PDF, or CSV format. 

 

To export, perform the following steps:  

1. On the Position  interface, view the complete list of position records.  

2. Click the Export   icon  to export the position records list in Excel, PDF, or CSV format. 
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5.3.5 Importing the Position List 

Import position records. 

 

To import, perform the following steps:  

1. On the Position  interface, view the complete list of position records. 

2. Upload the file and then click the Import  icon  to import the position records. 
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5.4 Dismissals 

The Dismissals  interface displays a list of all cardholders who have been dismissed. Management 

or the admin can reinstate cardholders from this interface. Here, users can edit, delete, or reinstate 

the dismissed cardholders. 

 

A brief description of the columns displayed on the Dismissals Interface:  

Cardholder ID:  Displays the unique ID of each cardholder. 

First Name:  Displays the first name of each cardholder. 

Last name:  Displays the last name of each cardholder. 

Date of Hire:  Displays the hire date of each cardholder. 

Dismissal Date:  Displays the dismissal date of each cardholder. 

Dismissal Type:  Displays the type of dismissal for each cardholder, indicating whether it was a 

resignation or dismissal. 
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5.4.1 Editing the Dismissals 

The Edit  function allows users to modify dismissal records within the application. 

 

To edit existing dismissal details, perform the following  steps:  

1. On the Dismissals  interface, select the dismissal record you want to edit from the list.  

2. Click on the Cardholder ID  or the Edit  icon to modify the selected dismissal. 

3. Make the necessary changes and click Save to update the dismissal details. 

5.4.2 Deleting the Dismissals 

The Delete  function allows users to remove existing cardholder records from the application. 
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To delete  the existing dismissals, perform the following  steps:  

 

¶ On the Dismissals  interface, select the desired cardholder from the list. 

¶ Click the Delete   icon  to remove the selected record. 

¶ In the confirmation pop-up, click Delete  again to confirm and permanently delete the selected 

cardholder data from the application. 

5.4.3 Reinstating a Cardholder  

The Reinstatement  function allows users to reinstate dismissed cardholders within the application. 

Reinstated cardholders will be displayed under [Cardholders] > [Records].  

Note:  The erased data cannot be recovered. 
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To reinstate a dismissed cardholder, follow these steps:  

1. In the Dismissals  interface, select the cardholder you wish to reinstate from the list. 

2. Click the Reinstatement  icon  to open the Reinstate Cardholder interface. Add  or edit  

information as needed. Click Basic Info  and enter the cardholderẫs required details. 

3. Next, click on Access Controls  enter the necessary details, and select the Valid Date  to set 

the cardholderẫs access validity. Set the Access Level  accordingly. 

4. Finally, click on Contact Details  and enter the cardholderẫs contact information. 

5. Click on Reinstate  to complete the process. The reinstated cardholder will now be displayed 

under [Cardholders] > [Records].  
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5.4.4 Exporting the Dismissals List 

Users can export the dismissal list in Excel, PDF, or CSV format. 

 

To export, perform the following  steps:  

¶ On the Dismissals  interface, view the complete list of dismissals. 

¶  Click the Export   icon  to export the dismissals list in Excel, PDF, or CSV format. 
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5.5 Cards 

The Cards  interface provides details of cards along with cardholder information. 

 

A brief description of the columns displayed on the Card Interface:  

Card Number:  Displays the card number. 

Cardholder ID:  Displays the cardholder ID. 

Cardholder Name:  Displays the name of the cardholder. 

Issue Card Date :  Display the date of card issued. 

Status : Displays the overall status of the card. 
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5.5.1 Report a Lost or Stolen Card 

This function allows users to report an existing card as lost or stolen, which will deactivate the 

permissions associated with that card. 

Ẫ

 

To report a lost or stolen card, perform the following steps:  

¶ On the Card  interface, view the complete list of cards. 

¶ Select the lost card and click the Report Lost or Stolen Card   icon , confirm the action by 

clicking OK. 
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5.5.2 Reactivate a Lost or Stolen Card 

This function assists the user in reactivating lost or stolen cards. 

 

To reactivate lost card or stolen card, perform the following steps:  

1. On the Card  interface, view the complete list of cards.  

2. Select the card that needs to be reactivated and click the Reactivate Lost or Stolen Card  

 icon to reactivate it. 

5.6 Wiegand Formats 

The Wiegand protocol is a data format that enables readers and panels to communicate with each 

other over a Wiegand interface. Various data format variations are utilized in the data transmission 

process. 

The Wiegand format refers to the card format that can be identified by Wiegand readers. The 

application includes 9 default Wiegand formats, and users can set the Wiegand card format as 

needed. 

This function allows users to create, delete, or edit the Wiegand formats for card readers. 
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A brief description of the columns displayed on the Wiegand Format Interface:  

Wiegand Name:  Displays the name of the Wiegand format. 

Total Bits: Displays the total bit count of the Wiegand format.  

Mode:  Displays the mode type, such as mode 1 and mode 2. 

Site Code:  Displays the site code associated with the format. 

Auto:  Indicates whether the data is automatically synced with the device. 

 

 

 

 

Tip  

The Wiegand protocol is a data-format system that includes several default formats for devices 

to use. Customers can create a specific format if needed. Various data format variations are 

utilized in the data transmission process. 
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5.6.1 Adding a Card Formats  

The Add  function allows users to create a custom Wiegand format with a unique name. 

 

To add a new Wiegand format, perform the following steps:  

¶ On the Wiegand  Format  interface, click the Add   icon  to create a new format. 

¶ Enter a unique name, total bits, and the required site code. 

¶ In the Add Wiegand Format  interface, select the required modes and enter the parity check 

formats. 

¶ After entering all the details, click Add  to save and create the new Wiegand format. 

 

Format Explanation  

¶ Pắ indicates Parity Position; Ắsắ indicates Site Code; Ắcắ indicates Cardholder ID; Ắmắ indicates.  

¶ Manufactory Code: Ắeắ indicates Even Parity; ẮOắ indicates Odd Parity; Ắbắ indicates both odd 

checks.  
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¶ and even check; Ắxắ indicates parity bits no check. 

¶ The previous Wiegand Format 37: the first parity bits (p) check Ắeeeeeeeeeeeeeeeeeeắ; the 

second  

¶ parity bits check Ắoooooooooooooooooooắ. Card Check Format can only be set Ắp, x, m, c, sắ, 

Parity.  

¶ Check Format can only be set Ắx, b, o, eắ. 

5.6.2 Edit the Wiegand Format 

The Edit  function allows users to modify the existing Wiegand format within the application. 

 

 

To edit existing Wiegand format details, perform the following steps: 

¶ On the Wiegand Format  interface, select the Wiegand format you want to edit from the list. 

¶ Click on the Name or the Edit  icon  to modify the selected format. 
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¶ Make the necessary changes and click Save to update the Wiegand format details. 

5.6.3 Delete a Wiegand Format 

The Delet e function allows users to remove existing Wiegand formats data from the application. 

 

To delete the existing Wiegand  format, perform the following  steps:  

 

1. On the Wiegand  Format  interface, select the desired format from the list. 

2. Click Delete  or click on the Delete   icon , to remove the selected Wiegand format. 

3. In the confirmation pop-up, click Delete  again to confirm and permanently delete the selected 

Wiegand format from the list. 

 

 

 

Note: The erased data cannot be recovered. 
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5.6.4 Wiegand Format Testing 

The Wiegand  Format Testing  function allows users to check the card format. 

 

To test Wiegand  format, perform the following steps : 

Wiegand Format Testing  

When the card number does not match the one displayed on the system, the user can use the 

Wiegand  Format Testing  function to calibrate the Wiegand format. The page is explained as 

follows: 

1. Select a device that supports the Wiegand format testing function, click the  icon, and 

enter the card number along with the site code (optional). 

2. Click [Read Card]  and swipe the card on the reader. The original card number will be 

displayed in the Original Card Number  text box. 

3. Click [Recommended  Wiegand Format ], and the recommended Wiegand card format will 

be displayed below. 

4. Click [Auto calculate site code while the site code is left blank],  and the application will 

calculate the site code based on the Wiegand format and card number.  

5. Click [OK],  and the page will navigate to the Wiegand format page to save the new Wiegand 

format. 
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Note: The Wiegand format testing function is only supported by a limited number of devices. 
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6 Sites  

The Sites module will display the location of the site. There are only two submodules within the 

Sites module: 

¶ All Sites 

¶ DST 

All site modules will assist users in adding, editing, or deleting site information within the application. 

6.1 All Sites 

The All -Sites  interface enables users to view a list of the sites added to the application. 

 

A brief description of the columns displayed on the All -Sites Interface:  

Name:  Displays the name of the site.  

Device Count: Displays the number of devices associated with the site. 

Created Date:  Displays the date the site was created. 

Time Zone: Displays the time zone of the site. 

DST Time: Displays the daylight-saving time. 
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6.1.1 Adding a Site  

The Add  function allows users to create a new site within the application. 

 

To create a new site, follow the steps below:  

Basic Info rmation : 

¶ In the All -Sites  interface, click Add   icon to create a new site location.  

¶ In the Add Site  form, enter the location name [site name ], parent location name, and 

description.  

¶ Set Daylight Savings  to ON or OFF based on the needs of different regions. 

¶ Enter the site details such as address, state, country, and city.   

¶ Provide the ZIP code, latitude, longitude, and time zone.  

¶ After entering all the details, click Add  to save and create the new site. 
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6.1.2 Editing a Site 

The Edit  function allows users to modify the existing site details within the application. 

 

To edit existing site details, follow the steps below:  

1. On the All -Sites  interface, select the site location you want to edit from the list. 

2. Click on the Site  name or the Edit    icon to modify the selected site. 

3. Make the necessary changes and click Save to update the site details. 
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6.1.3 Deleting a Site 

The Delete  function allows users to remove an existing site location from the application. 

 

To delete  an existing site, follow the steps below : 

 

¶ On the All -Sites  interface, select the site you wish to delete from the list. 

¶ Click Delete  or click on the Delete   icon  to remove the selected site. 

¶ In the confirmation pop-up, click Delete  again to confirm and permanently remove the selected 

site from the list. 

 

 

6.2 Daylight Savings Time (DST) 

Daylight Savings Time (DST) is a function that adjusts the officially prescribed local time to conserve 

energy. The unified time adopted during this period is known as DST. Typically, regions that observe 

daylight saving time advance their clocks by one hour near the start of spring to encourage people to 

Note : The erased data cannot be recovered. 
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go to bed earlier, which can help in energy conservation. In autumn, the clocks are set back to allow 

for earlier rising. Various countries have different regulations regarding the implementation of DST, 

and it is currently observed in 70 nations. 
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6.2.1 Adding Daylight Savings Time  

The Add  function allows users to create a new daylight-saving time (DST) entry within the application. 

 

To create a new DST entry, follow the steps below:  

¶ On the DST interface, click Add   icon  to create a new DST entry. 

¶ In the Add DST  interface, enter the DST name, time zone, and other relevant information. 

¶ Click Add  to save the new DST entry. 
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6.2.2 Edit Daylight Savings Time 

The Edit  function allows users to modify existing DST details within the application.  

To edit existing DST details, follow the steps below:  

1. On the interface, select the DST you want to edit from the list.  

2. Click on the Edit   icon  to modify the selected DST. 

3. Make the necessary changes and click Save to update the DST details. 
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6.2.3 Delete Daylight Saving Time 

The Delete  function allows users to remove existing DST entries from the application. 

 

To delete a DST entry, follow the steps below:  

 

1. On the DST interface, select the DST you wish to delete from the list.   

2. Click Delete  or click on the Delete   icon  to remove the selected DST. 

3. In the confirmation pop-up, click Delete  again to confirm and permanently remove the selected 

DST from the list. 

  

Note : The erased data cannot be recovered. 
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7 Device Module 

Set the communication parameters for the added devices, including system and device settings, after 

adding a device. Once the connection is established, users can check the information of the devices 

and perform actions such as remote monitoring, uploading, and downloading. 

7.1 Device 

Once the device is successfully added, users can view its information here. 

 

A brief description of the columns displayed on the Device Interface:  

Name: Displays the name of the device. 

Site:  Displays the site location. 

Serial Number:  Displays the serial number of the device. 

IP Address: Displays the IP address of the device. 

Model: Displays the model number of the device. 

Status: Indicates whether the device is online or offline.  

Firmware Version:  Displays the firmware version of the connected device. 

Reg. Device: Displays whether the device is used as a biometric registration device. 

Video Intercom : Display the device supports intercom or not. 
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7.1.1 Add a Device  

This function allows users to add a device to the application. 

 

 

To add a new device, follow the steps below:  

1. On the Device  interface, click Add   icon  to add a new device. 

2. In the Add New Device  interface, read the instructions carefully and check the clear data box 

(if applicable).  
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3. Enter the device's serial number, site, access level, and device name. Then click the Add  

button to save and connect the new device. 

Note : While adding a device, if the customer doesnẫt have an active subscription, the system 

displays an error message. 

 

On the About  page, the system does not show any license information. 
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7.1.2 Edit the Device 

The Edit  function allows users to modify existing device data within the application. 

 

To edit existing device details, follow the steps below:  

1. On the Devices  interface, select the device you want to edit from the list. 

2. Click on the device name or the Edit   icon  to open the device details.  

3. Make the necessary changes then click Save to update the device information. 
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7.1.3 Delete A Device  

The Delete  function allows users to remove an existing device from the application. 

 

To delete an existing device, follow the steps below:  

 

1. On the Device  interface, select the device you want to delete from the list. 

2. Click Delete  or click on the Delete   icon  to remove the selected device. 

3. In the confirmation pop-up, click Delete  again to confirm and permanently remove the selected 

device from the list. 

  

Note :  Once erased, the data cannot be recovered. 
























































































































































































































































































































